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Identity Theft Central
www.IRS.gov/IdentityTheft
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Common Scams

Email, Phishing and Malware Schemes

Fake Charities

Threatening Impersonator Phone Calls

Refund Theft

Scams targeting non-English speakers

Unscrupulous Return Preparers
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Spotting Phishing Emails
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The message is designed to make you panic

There’s a suspicious attachment

It’s poorly written

The web and email addresses do not look genuine

The email asks you to confirm personal information



Remember, the IRS will never…
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Contact you by email, text or social media to ask for 
personal or financial data. 

Call to demand immediate payment using a prepaid 
debit card, gift card or wire transfer. 

Threaten to bring in police, immigration or other 
agencies to have you arrested. 

Ask for credit/debit card or other financial account 
information over the phone. 

Request login credentials, Social Security Numbers or 
other sensitive information.



Visit OnGuardOnline.gov - IRS.gov/IDTheft – StaySafeOnline.org  

Limit the personal information you provide on social media. 

Use strong passwords.
Back up critical personal information.

Secure your computers (i.e., firewalls, anti-virus/anti-
phishing/anti-spam, etc.). 

Don’t respond to suspicious IRS emails, Texts and Faxes

Preventing Online Identity Theft
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• e-Filed return rejects due to duplicate Social Security Number.
• Letter from the IRS inquiring about a suspicious tax return that you 

did not file.
• You get an IRS notice that you owe additional tax or refund offset, or that 

you have had collection actions taken against you for a year you did not 
file a tax return.

• You receive a Form W-2 or Form 1099 from an employer for whom you 
didn’t work or benefits from a government agency, or IRS records indicate 
you received wages or income from an employer you didn’t work for. 

Know the Signs of Tax-Related Identity Theft
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• Unsolicited emails or social media attempts to gather 
information that appear to be from either the IRS or an 
organization closely linked to the IRS, should forward 
the message to phishing@irs.gov

• www.IdentityTheft.gov – One-stop Resource

Reporting Scams and Theft – cont. 
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mailto:phishing@irs.gov


Pub 4524 Security Awareness
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Pub 5027 ID Theft Info for Taxpayers

https://www.irs.gov/pub/irs-pdf/p4524.pdf
https://www.irs.gov/pub/irs-pdf/p5027.pdf


IRS IP PIN Opt-in Program
• IP PIN program helps prevent an identity thief from filing a tax 

return with your SSN
• Identity Protection PIN (IP PIN) is a six-digit number 
• As of January 2021, all taxpayers who can verify their identities 

may obtain an IP PIN to protect their tax returns
• One-time registration process 
• Use online tool each January to obtain your IP PIN
• Review the process at www.IRS.gov/IPPIN
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http://www.irs.gov/IPPIN


Do not share IP PIN

Do not share your IP PIN with anyone but your trusted 
tax provider 

If you do your own taxes, enter IP PIN when asked by 
the software product

No one will call, email or text you to request your IP 
PIN
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Pub 5367 IP PIN Opt-in Program 
Flyer
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Pub 5477 IP PIN Opt-in Program 
Poster

https://www.irs.gov/pub/irs-pdf/p5367es.pdf
https://www.irs.gov/pub/irs-pdf/p5477.pdf


2023 Dirty Dozen

1. IRS Warns about Employee Retention Credit claims; Aggressive promoters making 
offers too good to be true

2. IRS wraps up 2023 Dirty Dozen list; reminds taxpayers and tax pros to be wary of scams 
and schemes

3. Beware of abusive tax avoidance schemes
4. Watch out for schemes aimed at high-income filers; Charitable Trusts...
5. Watch out for Offer in Compromise "mills" promoters offering "pennies on a dollar".
6. IRS urges tax pros and other businesses to beware of spearphishing
7. Taking tax advice on social media can be bad news for taxpayers
8. IRS warns to stay clear of shady tax preparers; offers tips on choosing tax professionals
9. IRS warns of scammers using fake charities to exploit taxpayers
10. Watch out for third-party promoters of false fuel tax credit claims
11. IRS warns of scammers offering “help” to set up an Online Account
12. Watch out for scammers using email and text messages to try tricking people 

2023 Dirty Dozen 

https://www.irs.gov/newsroom/irs-opens-2023-dirty-dozen-with-warning-about-employee-retention-credit-claims-increased-scrutiny-follows-aggressive-promoters-making-offers-too-good-to-be-true
https://www.irs.gov/newsroom/irs-wraps-up-2023-dirty-dozen-list-reminds-taxpayers-and-tax-pros-to-be-wary-of-scams-and-schemes-even-after-tax-season
https://www.irs.gov/newsroom/dirty-dozen-beware-of-abusive-tax-avoidance-schemes
https://www.irs.gov/newsroom/dirty-dozen-watch-out-for-schemes-aimed-at-high-income-filers-charitable-remainder-annuity-trusts-monetized-installment-sales-carry-risk
https://www.irs.gov/newsroom/dirty-dozen-watch-out-for-offer-in-compromise-mills-where-promoters-claim-their-services-are-needed-to-settle-irs-debts
https://www.irs.gov/newsroom/dirty-dozen-irs-urges-tax-pros-and-other-businesses-to-beware-of-spearphishing-offers-tips-to-avoid-dangerous-common-scams
https://www.irs.gov/newsroom/dirty-dozen-taking-tax-advice-on-social-media-can-be-bad-news-for-taxpayers-schemes-circulating-involving-tax-forms
https://www.irs.gov/newsroom/dirty-dozen-irs-warns-individuals-to-stay-clear-of-shady-tax-preparers-offers-tips-on-carefully-choosing-tax-professionals
https://www.irs.gov/newsroom/dirty-dozen-irs-warns-of-scammers-using-fake-charities-to-exploit-taxpayers
https://www.irs.gov/newsroom/dirty-dozen-watch-out-for-third-party-promoters-of-false-fuel-tax-credit-claims
https://www.irs.gov/newsroom/dirty-dozen-irs-warns-of-scammers-offering-help-to-set-up-an-online-account-creates-identity-theft-risk-for-honest-taxpayers
https://www.irs.gov/newsroom/dirty-dozen-watch-out-for-scammers-using-email-and-text-messages-to-try-tricking-people-during-tax-season
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www.irs/SCAMS

http://www.irs/SCAMS


• Requires payment in cash only and receipt. 
• Guarantees a refund, or fees based on size of refund. 
• Invents income to qualify their clients for tax credits.
• Claims fake deductions and/or credits to boost the size of the refund.
• Directs refunds into their bank account
• Doesn’t have a Preparer Tax Identification Number (PTIN). 
• Provides an unsigned return.

Questionable Return Preparers
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• Employee Retention Credit scams and how to spot them
• Tax season is prime time for phone scams
• IRS, Security Summit partners remind families to make online safety a priority 
• Charity Fraud Information
• Beware of OIC Mills – avoid costly promoters advertising settlement with the IRS 

for “pennies-on-the-dollar”
• Scam targets educational institutions, including students and staff
• Taxpayers should be on the lookout for new version of SSN scam
• Scams related to natural disasters
• New IRS impersonation email scam; reminds taxpayers the IRS does not send 

unsolicited emails
• IRS reminder: Tax scams continue year-round

• IRS warns of new phone scam using Taxpayer Advocate Service numbers

• IRS: Don’t be victim to a "ghost" tax return preparer
• IRS-Impersonation Telephone Scams

Tax Scams / Consumer Alerts | Internal Revenue Service (irs.gov)
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https://www.irs.gov/newsroom/tax-scams-consumer-alerts#collapseCollapsible1685628831259
https://www.irs.gov/newsroom/tax-scams-consumer-alerts#collapseCollapsible1685628831253
https://www.irs.gov/newsroom/tax-scams-consumer-alerts#collapseCollapsible1685628831252
https://www.irs.gov/newsroom/tax-scams-consumer-alerts#collapseCollapsible1685628831251
https://www.irs.gov/newsroom/tax-scams-consumer-alerts#collapseCollapsible1685628831249
https://www.irs.gov/newsroom/tax-scams-consumer-alerts#collapseCollapsible1685628831248
https://www.irs.gov/newsroom/tax-scams-consumer-alerts#collapseCollapsible1685628831247
https://www.irs.gov/newsroom/tax-scams-consumer-alerts#collapseCollapsible1685628831244
https://www.irs.gov/newsroom/tax-scams-consumer-alerts#collapseCollapsible1685628831242
https://www.irs.gov/newsroom/tax-scams-consumer-alerts#collapseCollapsible1685628831241
https://www.irs.gov/newsroom/tax-scams-consumer-alerts#collapseCollapsible1685628831239
https://www.irs.gov/newsroom/tax-scams-consumer-alerts#collapseCollapsible1685628831237
https://www.irs.gov/newsroom/tax-scams-consumer-alerts#collapseCollapsible1685628831234
https://www.irs.gov/newsroom/tax-scams-consumer-alerts


New Scams

• IRS, Security Summit partners warn taxpayers of new scam; 
unusual delivery service mailing tries to trick people into sending 
photos, bank account information | Internal Revenue Service

• FCC Smartphone Security Checker | Federal Communications 
Commission

• Tax Scams / Consumer Alerts | Internal Revenue Service 
(irs.gov)
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https://www.irs.gov/newsroom/irs-security-summit-partners-warn-taxpayers-of-new-scam-unusual-delivery-service-mailing-tries-to-trick-people-into-sending-photos-bank-account-information
https://www.fcc.gov/smartphone-security
https://www.irs.gov/newsroom/tax-scams-consumer-alerts


TIP Sheet to Avoid Tax Time Scams

Communications & Liaison 
STAKEHOLDER LIAISON

https://staysafeonline.org/wp-content/uploads/2021/03/Tax-Time-Security-Tips-2021-6.pdf


Am I really talking to the IRS?

• If the IRS wants to examine your return, they will send you a 
letter first

• If you owe the IRS money, you will get notices in the mail 

• IRS employees will have two forms of government issued ID 

• An IRS employee will never demand you pay them cash, or debit 
cards, or threaten arrest
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How to Know if it’s Really the IRS Calling or Knocking on Your Door | Internal Revenue Service

https://www.irs.gov/newsroom/how-to-know-if-its-really-the-irs-calling-or-knocking-on-your-door
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• Annual list of top Dirty Dozen tax scams
• IRS does not initiate contact by email, text messages or social 

media to ask for personal or financial data
• Report scams and theft to the appropriate authorities
• Don’t open Phishing links
• Create strong passwords
• IP PIN helps prevent identity theft
• Do not share your IP PIN

Key Points
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• IRS warning: Scammers work year-round; stay vigilant | IRS
• www.irs.gov/securitysummit
• Report Phishing | Internal Revenue Service (irs.gov)
• Publication 5367 (en-sp), Identity Protection PIN Opt-In Program for 

Taxpayers 
• IRS wraps up 2023 Dirty Dozen list
• Tips to help taxpayers hire a reputable tax preparer 
• Resources + Guides - National Cybersecurity Alliance 

(staysafeonline.org)
• Pub 4524 – Security Awareness for Taxpayers
• Pub 5027 – ID Theft Information for Taxpayers 
• Pub 5367 – IP PIN Opt-in Program Flyer
• Pub 5477 – IP PIN Opt-in Program Poster 

Resources
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https://www.irs.gov/newsroom/irs-warning-scammers-work-year-round-stay-vigilant
http://www.irs.gov/securitysummit
https://www.irs.gov/privacy-disclosure/report-phishing
https://www.irs.gov/pub/irs-pdf/p5367es.pdf
https://www.irs.gov/newsroom/irs-wraps-up-2023-dirty-dozen-list-reminds-taxpayers-and-tax-pros-to-be-wary-of-scams-and-schemes-even-after-tax-season
https://www.irs.gov/newsroom/tips-to-help-taxpayers-hire-a-reputable-tax-preparer
https://staysafeonline.org/resources/


Communications & Liaison 
STAKEHOLDER LIAISON

QuestionsQuestions



Thank You…
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